TASO INSPECTION CHECKLIST


	DIRECTORATE/SPECIAL STAFF SECTION:
	


	TASO NAME/TELEPHONE:
	


	DATE:
	
	ISSO INSPECTOR:
	


	
	Yes
	No
	NA

	1. Security Administration.
	
	
	

	a. Is there a current TASO letter of appointment on file?
	
	
	

	b. Is a Security SOP or other ISSO guidance for the Directorate/Special Staff or Component Command available:
	
	
	

	2. Terminal Area Security.
	
	
	

	a. Does the TASO maintain listings of all AIS within the area of responsibility and furnish a copy to the organizational ISSO as changes occur?
	
	
	

	b. Does the TASO maintain a list of users authorized access?
	
	
	

	c. Is an end-of-day checklist being utilized for each area?
	
	
	

	d. Does the end-of-day security checklist for each area address storage of all classified removable magnetic media?
	
	
	

	3. Workstation Configuration.
	
	
	

	a. Is virus scan software being utilized on all workstations and computer systems?
	
	
	

	b. Is access control software being utilized on all workstations and computer systems?
	
	
	

	4. Workstation Inspections and User Training.
	
	
	

	a. Is a copy of the initial security inspection for each workstation on file?
	
	
	

	b. Is the initial security inspection reaccomplished when a new user has been assigned?
	
	
	

	c. Are the last two semi-annual computer security inspections on file?
	
	
	

	Dates of inspections:
	
	
	

	d. Are there any unresolved deficiencies?
	
	
	

	e. Does the TASO train or brief the user on AIS security in conjunction with the workstation inspection?
	
	
	


	
	Yes
	No
	NA

	f. Are the users trained on the procedures for the following:
	
	
	

	1) Handling a computer virus incident?
	
	
	

	2) Loss of computer products?
	
	
	

	3) Inadvertent disclosure of classified data?
	
	
	

	4) How to virus-scan floppy diskettes?
	
	
	

	5) Prohibited practices?
	
	
	

	g. Is there a file for computer security incidents?
	
	
	

	5. Software Control.
	
	
	

	a. Is there any unauthorized or illegal software on user workstations/computer systems?
	
	
	

	b. If other than USCENTCOM standard software is installed on a USCENTCOM computer, is it listed on the HQ USCENTCOM-approved software products list?
	
	
	

	c. Is the software in question approved for that workstation or computer system?
	
	
	

	6. Workstation and ISM Labeling/Marking.
	
	
	

	a. Are labels affixed to computer workstations/ systems identifying the ISSO and TASO?
	
	
	

	b. Do computer workstations, monitors, and printers have a USCENTCOM Registration number?
	
	
	

	c. Do computer workstations/systems have a label indicating the highest level of information authorized to be processed on that system?
	
	
	

	d. Are all computer products (i.e., floppy disks, removable hard disk cartridges, and printouts) properly labeled with the classification of the system in which used?
	
	
	


Summary:
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