SYSTEMS SECURITY PLAN FOR COMPUTERS

Date:  00
Part 1.   GENERAL INFORMATION:  (Complete all applicable blocks):  This plan is designed for individual automated information systems (AIS) either connected to the USMTM Local Area Network (LAN) or in a stand-alone mode. 

1.   Individual Information: 

Name of primary user or POC:     


  Organization: USMTM 

Computer Location: USMTM, Eskan Village
Building:  

Room:      
 
  Office Symbol:
     
   
Phone:      
Designated Approval Authority (DAA):

Maj David Wims, USMTM-J6


Phone: (318) 435-7125

Current Information System Security Office (ISSO): 

Reveille Frush, USMTM-ISSO
 

Phone: (318) 435-6835

Terminal Area System Security Officer  (TASO):

     





Phone:     
2. The unit TASO will ensure all users receive security training before operating network resources.  Users will sign a statement of understanding of the requirement to protect both the system and the information it processes.   So the correct security measures can be determined, the current TASO hereby declares that this system will be used as follows:

A. Connectivity:

Is the computer system  FORMCHECKBOX 
 NETWORKED (Directly Connected to a LAN)




   FORMCHECKBOX 
 NETWORKED (Dial-Up)




   FORMCHECKBOX 
 STAND ALONE (not used to access a NETWORK)

B. System Identification:

(1) Computer Description:

(a) Make/Model/SN:      
(b)  FORMCHECKBOX 
 Desktop  FORMCHECKBOX 
 Laptop

(2) CPU Type (Pentium/486 etc):      
(3) RAM:     
(4) Type Operating System:  FORMCHECKBOX 
 DOS  FORMCHECKBOX 
 WIN 3.11  FORMCHECKBOX 
 WIN 95  FORMCHECKBOX 
 WIN NT 4.0 FORMCHECKBOX 
 WIN 98

(5)  Disk Drives: (indicate quantity)

        5.25
     3.5 
     CD ROM

Hard Drive 

Internal (Size)      

 (QTY)      
Removable/Zip (Size)              
 (QTY)      
Other types of Drives (Size)        (QTY)       Description:      
(6) Peripherals:

MAKE/MODEL/SERIAL NUMBER

a. Monitor 
     


b. Printer(s) 
     


Printer(s) are:  FORMCHECKBOX 
 Shared/Network  FORMCHECKBOX 
 Standalone

c.    Printer(s)    
     


Printer(s) are:  FORMCHECKBOX 
 Shared/Network  FORMCHECKBOX 
 Standalone

d. Modem   FORMCHECKBOX 
 Internal Network Interface CARD Speed (If Known)      
e. Other (Scanner/Camera/etc.):     
3. System Hardware/Software is: (Note: Personally owned software may not be used on government owned computers and other automated information systems media)

 FORMCHECKBOX 
   Government owned and operated

 FORMCHECKBOX 
   Government owned and contractor operated

 FORMCHECKBOX 
   Contractor owned and operated

 FORMCHECKBOX 
   Contractor owned and government operated

 FORMCHECKBOX 
   Personally owned and operated; authorized for the convenience of the government

Part 2.   SENSITIVITY, PROTECTION REQUIREMENTS, SECURITY MODE AND MINIMUM TRUSTED CLASS

1. Sensitivity Designation (check highest sensitivity level that applies):

 FORMCHECKBOX 
  AIS processes any amount of SCI or SIOP-ES.

 FORMCHECKBOX 
  AIS processes any data which bears a security classification of top secret.

 FORMCHECKBOX 
  AIS processes any data which bears a security classification of secret or confidential.

 FORMCHECKBOX 
  Delineates unclassified information, which requires protection foreign intelligence services to ensure confidentiality and involves:

a. Involves intelligence activities

b. Involves cryptologic activities related to national security

c. Involves command and control of forces

d. Is continued in systems that are an integral part of a weapon or weapons systems

e. Is contained in systems that are critical in the direct fulfillment of military or intelligence missions

         FORMCHECKBOX 
  Delineates unclassified information which primarily must be protected to ensure its availability or     

        integrity.  For example, privacy act, FOUO, contractual, logistics, medical care, personnel 

        management.

 FORMCHECKBOX 
 Privacy Act
 FORMCHECKBOX 
 Administrative/Official Business 
 FORMCHECKBOX 
 Work Orders
 FORMCHECKBOX 
 Financial

2.   COMSEC Required:
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

       If YES: COMSEC requirement is met by use of:

       Device:      
       Serial Number:      
       Supporting COMSEC Account:      
3.    Protection Requirement:

Confidentiality
 FORMCHECKBOX 
 Primary
 FORMCHECKBOX 
 Secondary
 FORMCHECKBOX 
 No Concern

Integrity

 FORMCHECKBOX 
 Primary
 FORMCHECKBOX 
 Secondary
 FORMCHECKBOX 
 No Concern

Availability

 FORMCHECKBOX 
 Primary
 FORMCHECKBOX 
 Secondary
 FORMCHECKBOX 
 No Concern

4. Systems category:  Enter “1” for Primary use, and “2” for Secondary use.   Do not select more than one of either.

1 General AIS support (administrative activities)

   Intelligence

2   Personal

   Operations


  Training

   Finance


  Contracting

   Property Accountability

   Mission Specific Specify:      
5. Ownership:

 FORMCHECKBOX 
  Installation property, hand receipt number      
 FORMCHECKBOX 
  Organizational property, authorization document: 

 FORMCHECKBOX 
  Contractor owned by:      
 FORMCHECKBOX 
  Personnel Property

6. Applications Software: 

Software Title / Version / License Number

a. WinNT/ NT4.0/USMTM Site License
b. MS Office Suite/   

c. JetForm/ 2.15/AF License
d. Internet Explorer/ 5.5
e. Norton AntiVirus/7.0/AF Corporate Edition
f.      

g.      

h.      
Part 3.   PROCESSING ENVIRONMENT:

1. Is the Automated Information System (AIS) properly marked with classification stickers?

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

2. Is there a label identifying the ISSO and TASO?

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

3. Is the AIS protected with surge suppresser(s) or line filters?

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

4. Do you feel that your system has sufficient protection against:

a.   Theft?

  
 FORMCHECKBOX 
  Yes     FORMCHECKBOX 
 No

b.   Unauthorized access?
 FORMCHECKBOX 
  Yes
   FORMCHECKBOX 
 No

c.   Fire or Flooding?

 FORMCHECKBOX 
  Yes
   FORMCHECKBOX 
 No

5. Is there a CO2 fire extinguisher within 50 feet of the AIS?

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No
        FORMCHECKBOX 
 Not Required

6. Is the AIS area kept clean and free from excessive dust, ashes, food, and smoke?

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

7. Is eating and drinking prohibited near the computer?

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

8. Does your end of day security checklist (SF 701) include the securing either through system shut down or password lock of your AIS?

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

Part 4.   ACCESS CONTROLS AND OTHER AIS SECURITY 

1. Is access to the AIS kept to only authorized users?

 FORMCHECKBOX 
  Yes 
 FORMCHECKBOX 
 No

2. Is the AIS used for other than government requirements?

 FORMCHECKBOX 
  Yes (Authorized for personal email/chat software)
 FORMCHECKBOX 
 No  

3. Is the monitor protected from casual viewing?

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

4. Is access to data files limited to the creator/user?

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

5. Are data files stored on removable ISM (information storage media) secured when not being used?

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

6. Is the AIS protected to restrict physical access after duty hours?

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

7. Do you have back-up copies of critical data files?

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

8. Do you have back-up copies of application software?

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No 

9. Has all software loaded on the AIS been approved by the command?

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

10. Are the AIS and ISM checked for viruses before use?

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

11 Is all removable ISM properly marked?

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

12.    Do all users understand their responsibilities for protecting unclassified but sensitive data?

  FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

13. Are users aware that fraud, waste, and abuse are criminal offenses and are punishable?

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

14. Are users aware that installing multiple copies of a software package is an infringement of copyright

Laws and is illegal?

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

15. Are users aware that Federal Copy Right Laws allow you to install the software onto a single computer and make one other copy “for back-up purposes only”?

 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
 No

16. Will only authorized maintenance personnel (i.e., WGM, Gov’t Contractor, HelpDesk, etc.) be permitted to maintain the system?

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

17. Are all required security countermeasures (i.e., patches, AFCERT Advisories, ASSIST/CERT Bulletins, etc.) implemented to correct known vulnerabilities?

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

Part 5. CERTIFICATION

1. SYSTEM USE: 

Highest Level: Sensitive but Unclassified

Percentage of use at Highest Level: 100%

2. PURPOSE: Communications and office automation. (word processing, database management, etc.)

3. INFORMATION:

Sensitivity: Sensitive

Criticality: CL2

4. In accordance with AFSSI 5024 (Certification Guide), I have assessed the security implementation, posture, and risk associated with the use of this system for processing unclassified information.  I have determined it presents a reasonable level of risk and request approval by the DAA.

Plan Prepared by:




     Organization/Office Code

TASO

_____________________________________                 _____________________________________

Signature                                                                            Phone                             Date Prepared







